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Untangling Southeast Asia’s Maritime Security Complexities

AADPSP at the Australian National University
Academic Advisor
Abdul Rahman Yaacob

Introduction

The Yellow Sea, separating China from the Korean Peninsula, has long been a theater of economic
competition, strategic maneuvering, and diplomatic tension. It was here that the stage was set for two
dramatic incidents that, when viewed side by side, reveal a telling contradiction in Northeast Asian
geopolitics. North Korea, China’s historically, resorted to lethal violence against Chinese fishermen
accused of illegal fishing. Meanwhile, South Korea, a close U.S. ally and frequent target of Chinese
strategic pressure, responded to the erection of Chinese marine structures in contested waters with legal
restraint choosing instead to pursue an amicable resolution through diplomatic channels. While this
juxtaposition upends conventional expectations about alliances and rivalries, it also exposes the
conflicting realities that underpin the region’s security landscape.

More often, China’s naval modernization and extensive claims in the South China Sea are identified as
a significant maritime security concern in Southeast Asia. The Chinese government’s increasingly
assertive approach to reinforcing its claims, from creating man-made islands equipped with military
facilities to aggressive manoeuvres against Southeast Asian claimants, impacts regional maritime
security.

As aresult, the military modernization or expansion of Southeast Asian states, especially in the maritime
domain, is argued to be primarily driven by the perceived threat from China. This may be true in some
cases. For example, Malaysia plans to construct an additional submarine base in Sarawak on the island
of Borneo to enhance the Royal Malaysian Navy’s ability to protect Malaysia’s Exclusive Economic
Zone (EEZ) in the South China Sea, where Malaysia has overlapping maritime claims with China.

However, the China factor is not Southeast Asia’s only maritime security concern. Southeast Asian
states’ maritime security challenges are shaped by a mix of economic interests, non-traditional security
threats and intra-ASEAN overlapping maritime territorial claims.

Illegal Fishing

One major issue is the impact of [llegal, Unreported, and Unregulated (IUU) fishing on Southeast Asia’s
fisheries industry, a significant economic sector in the region. More than 10 million people in the ten
ASEAN states are employed in the fisheries sector, and in 2022, they contributed between 20% and 25%
of global marine fish production.

Many Southeast Asian states have suffered economic loss from the threat of IUU fishing. It was
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https://amti.csis.org/island-tracker/china/
https://www.inquirer.net/440372/chinese-frigates-perform-aggressive-maneuvers-on-ph-warship/
https://theasanforum.org/southeast-asian-naval-modernization-and-hedging-strategies/
https://defencesecurityasia.com/en/muara-tebas-rising-rmn-eyes-new-submarine-base-to-fortify-south-china-sea-frontline/#google_vignette
https://moderndiplomacy.eu/2025/01/14/illegal-unreported-and-unregulated-fishing-in-the-asean-region-environmental-and-human-security-issues/

estimated that in 2019, the ten ASEAN states incurred a loss of over $6 billion due to illegal, unreported,
and unregulated (IUU) fishing.

The long-term sustainability of the fishing industry in Southeast Asia is questionable. Fish supply in
regional waters is under threat, with an estimated 64% of the region’s fisheries at risk of collapse,
primarily due to IUU fishing and China’s destruction of healthy coral reefs in the South China Sea to
create artificial islands.

IUU fishing leads to dwindling fish stocks, reducing income and increasing poverty in Southeast Asia.
Regional coastal communities are already feeling the impact of IUU fishing. In Cambodia, local
fishermen have seen their catch and income fall due to IUU fishing, mainly conducted by Vietnamese
trawlers. In the case of Malaysia, an estimated 980,000 metric tons of fish worth RM6 billion (or more
than USD$1.3 billion) were stolen each year by illegal foreign vessels, mainly from Indonesia, Thailand
and Vietnam.

Illegal Migration, Piracy and Terrorism

Beyond IUU fishing, Southeast Asian states face a plethora of diverse maritime security challenges
related to illegal migration, piracy and terrorism. These challenges pose an immediate domestic security
concern for several Southeast Asian states.

Illegal migration in Southeast Asia is driven by conflict or economic factors. Violence against ethnic
Rohingyas in Myanmar, worsened by the ongoing civil war after the 2021 coup by the Tatmadaw
(Myanmar military), has led to an increasing outflow of Rohingya refugees by boats to Indonesia,
Malaysia and Thailand.

Malaysia is a magnet for Indonesians seeking better income, and many Indonesians entered Malaysia
illegally, mainly using small boats. Out of an estimated 2.7 million Indonesian migrant workers in
Malaysia, only about one-third are documented, reflecting the sheer number of Indonesians who most
likely entered Malaysia illegally through the maritime domains. For Malaysia, its maritime enforcement
agencies face clear and present dangers from Indonesian smugglers.

Piracy is another major security issue for Southeast Asia. Time Magazine mentioned Southeast Asian
waters as the most dangerous waters in the world. Between 1995 and 2013, 41% of global pirate attacks
occurred in Southeast Asia.

Thailand is a case in point that for some Southeast Asian states, their maritime security concerns are
closer to home than the contested South China Sea. Bangkok’s maritime concern focuses more on the
flow of Rohingya refugees from Myanmar and the security of its oil tankers travelling to and from
Singapore, which are targeted by pirates operating small boats and supported by motherships manned
by Indonesians.

For Singapore, piracy poses a significant challenge that could undermine its position as a maritime hub
in Southeast Asia. Piracy in the Straits of Malacca and the Singapore Strait is of particular concern due
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https://amti.csis.org/iuu-fishing-as-an-evolving-threat-to-southeast-asias-maritime-security/
https://www.gtansw.org.au/wp-content/uploads/2021/09/Oceans-surrounding-Asian-countries-at-crisis-point.pdf
https://www.channelnewsasia.com/commentary/south-china-sea-china-environmental-ecological-damage-coral-reefs-overfishing-international-law-2469871#:~:text=Borton%20marshals%20first%2Dhand%20accounts,shrunk%20by%2090%20per%20cent.
https://news.mongabay.com/2024/05/small-scale-fishers-lose-out-to-trawlers-in-race-to-catch-cambodias-last-fish/
https://seafdec.or.th/unclos-training/downloads/other-documents/Ganesan_MIMA_2021.pdf
https://thailand.iom.int/news/increasing-arrivals-rohingya-boats-iom-scales-support
https://thailand.iom.int/news/increasing-arrivals-rohingya-boats-iom-scales-support
https://www.youtube.com/watch?v=rkkFxwcuY1w
https://www.aljazeera.com/economy/2021/12/28/indonesian-migrants-brave-treacherous-seas-for-malaysian-dream
https://time.com/piracy-southeast-asia-malacca-strait/
https://researchcentre.army.gov.au/sites/default/files/op_17_southeast_asia_s_security_landscape_lessons_for_the_adf.pdf

to their proximity to the island state. Despite persistent efforts by Singapore to manage piracy in the

Singapore Strait, attacks against vessels have increased by 35% between January and March 2025,
compared with the same period the previous year.

Terrorist acts in the maritime domain are another security concern. In the post-September 11  period,
there have been unverified reports of political extremists boarding ships in Southeast Asia to conduct
terrorist attacks at sea.

In2005, Lloyd’s Insurance declared the Malacca Straits and Singapore to be at risk from terrorist acts.
It then raised insurance premiums and thus, business costs. Such threats persisted, and in 2010,
Indonesia, Malaysia, and Singapore increased their sea and air patrols in the Straits of Malacca,
following Singapore’s warning that attacks against shipping targets were being planned.

Several terrorist groups use the maritime domain to smuggle weapons or to aid one another. Jemaah
Islamiyah members from Malaysia and Indonesia entered the Philippines for combat training through
the Sulu Sea, which is surrounded by the three Southeast Asian states. The porous border in the Sulu
Sea enabled weapons and drugs to be smuggled between Indonesia, Malaysia and the Philippines.

Intra-ASEAN maritime disputes

Besides China, Southeast Asian states have to contend with maritime territorial disputes with their
immediate neighbors. These disputes are complex and deeply rooted in historical claims, resource
competition, and strategic interests.

Cambodia and Thailand are contesting a maritime area of 27,000 square kilometers in the Gulf of
Thailand, known as the Thailand—Cambodia Overlapping Claims Area (OCA). The OCA is believed to
contain up to 11 trillion cubic feet of natural gas and 500 million barrels of oil.

The overlapping maritime claims with Thailand mainly drive Cambodia to expand its naval capabilities
and operate larger, more modern Chinese Type-056 corvettes. The development of its Ream Naval Base,
funded by China, aims to enable the Royal Cambodian Navy to monitor Cambodian waters better and
address maritime threats from its immediate neighbors operating larger and more modern warships.

In March 2003, Bruneian and Malaysian naval vessels engaged in a standoff in the South China Sea
over access to oil and natural gas resources within Brunei’s Exclusive Economic Zone (EEZ).
Nevertheless, the dispute was resolved in 2009, with both parties agreeing to joint exploration.

In 2018-2019, maritime disputes between Singapore and Malaysia flared up when Malaysia unilaterally
extended its port limits into Singapore’s territorial waters. As a result, government vessels and warships
from both parties are facing off in the western part of the Singapore Strait.

Conclusion

External security partners such as Australia and South Korea must recognize that China, while a
significant maritime security concern, is not the only factor that Southeast Asian states must confront.
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https://icc-ccs.org/pronounced-spike-in-low-level-crimes-in-singapore-straits/
https://www.jstor.org/stable/pdf/10.7249/mg697af.12.pdf?refreqid=fastly-default%3A9377a120f418931476cf2c91ca309d61&ab_segments=&origin=&initiator=&acceptTC=1
https://www.jstor.org/stable/pdf/10.7249/mg697af.12.pdf?refreqid=fastly-default%3A9377a120f418931476cf2c91ca309d61&ab_segments=&origin=&initiator=&acceptTC=1
https://rsis.edu.sg/rsis-publication/idss/718-malacca-straits-a-war-risk/
https://eastasiaforum.org/2024/05/17/insurers-and-shippers-combat-piracy-in-southeast-asia/
https://www.aljazeera.com/news/2010/3/9/terror-threat-in-malacca-straits
https://amti.csis.org/maritime-terrorism-as-an-evolving-threat-to-southeast-asias-security/
https://amti.csis.org/maritime-terrorism-as-an-evolving-threat-to-southeast-asias-security/
https://www.associated-risks.com/2024/10/11/the-current-state-of-maritime-security-in-the-sulu-sea/
https://www.lowyinstitute.org/publications/partnership-convenience-ream-naval-base-cambodia-china-convergence
https://www.lowyinstitute.org/partnership-convenience-ream-naval-base-cambodia-china-convergence
https://fpa.org/brunei-silent-claimant-south-china-sea/#:~:text=Brunei's%20claim%20to%20the%20South,light%20beacon%20at%20Louisa%20Reef.
https://www.todayonline.com/singapore/maritime-standoff-spore-agencies-ordered-use-restraint-avoid-escalating-tensions-ng-eng

The latter faces a broad spectrum of challenges, including piracy, illegal fishing and territorial disputes

among themselves. Focusing solely on China’s role risks overlooking these diverse security drivers and
the region’s complex strategic environment. To engage effectively with Southeast Asian states and
support regional stability, external partners must adopt a nuanced approach that addresses the full range
of maritime concerns influencing the region’s evolving defense priorities.
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Dr Abdul Rahman Yaacob is a Non-Resident Research Fellow at the Korea Institute for Maritime
Strategy (KIMS). He is concurrently an Academic Advisor to the ASEAN-Australia Defense
Postgraduate Scholarship Program (AADPSP) at the Australian National University, Canberra,
Australia. His works focus on the defense policies of Southeast Asian states and their relations with

major powers.
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- Beyond Parallel and Asia Maritime Transparency Initiative."Chinese Buoys at Scarborough

Shoal," AMTI CS/S. November 5, 2025.

- Gordon Arthur. " With congested waterways, Singapore focused on modernizing navy."

Breaking Defense. May 8, 2025.

- Tyler Bray. "The Latticework: Indo-Pacific Security Moves Beyond US Naval Primacy" 7he
Diplomat. April 18, 2025.
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https://amti.csis.org/chinese-buoys-at-scarborough-shoal/
https://amti.csis.org/chinese-buoys-at-scarborough-shoal/
https://breakingdefense.com/2025/05/with-congested-waterways-singapore-focused-on-modernizing-navy/
https://breakingdefense.com/2025/05/with-congested-waterways-singapore-focused-on-modernizing-navy/
https://thediplomat.com/2025/04/the-latticework-indo-pacific-security-moves-beyond-us-naval-primacy/
https://thediplomat.com/2025/04/the-latticework-indo-pacific-security-moves-beyond-us-naval-primacy/

orGod* For Nation*For Peace

S0 D)

0| OofgLLt.

oo

OfE 1€, 1€, 2120 ojH&z ZSELCH

=
[

- KIMS Periscope

L Ct.

M Al

ol
o0
&

oK

I

.I

K

_

il

o
K

ol_"

- KIMS Periscope=

=
—

- KIMS Periscope

{| O] X[ = 7]

off
2

FA7| BHEfLICE

I8 Al #7|E of

720 MEYZEA

[0|X] 10 / 10

I

S

orietel

Korea Institute for Maritime Strategy

ot 2of


http://www.kims.or.kr/peri406

